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A major drawback of current web services is their lack of security features. Notably mutual secure authentication of web
service user and web service provider is seldom available.
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Our approach to overcome this disadvantage is simple: We propose to enhance existing Web Services technologies and
their infrastructure with encryption and digital signatures. These enhanced Web Services (eWS) provide authentification
by using XMLSignature and secure the privacy of your valuable data by encrypting it with XML-Encryption. eWS is a
powerful extension to protect your privacy and to provide you as a web service provider and your customers with informa-

tion about the authenticity of each other using X.509 certificates.

A working implementation of enhanced Web Services Technology is already available.

For more information visit http://www.netsys-it.com/ews
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